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33.1.6 M

il PEF
Bridge 0 | bro| sTP[oOff %] Prio| 32768 MTU| 1500

vian0 rad

e QIR RIAR: QIR W IIAR, (A, STP Rk b st RO kT L
WEIRSEIT . BGHORT, RIS
WS RBRR VA0 S T (A 0 1) L A S PR o
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L ESIR: BoRY

il

F3X34 RFI{ERAIRBH

§

HpERAES

=,

elfdinp 2 S

FERUAE WIMF A5G RS INA% L, AR5 HRBLAN T fg e B2
Al FIHF

Bridge 0 | bro| sTP[off & Prio| 32768 MTU| 1500

Bridge 1 | bri| sTP[Off v| Prio| 32768 MTU| 1500| IS

BRI G RIBF AL I, 55— bro AR MK A4 FK,  STP ARZRIE A I A2 e Bise,
Prio fURAE M B I IE SRS, Bl MRS, MTU AR B & oc. B
WA 1500, FATE, WIMIER, 285 i ORA7 sl AT, U BT 7 1) 0 A Jos P P

Al

Bridge 0 | bro| sTP|Off »| Prio| 32768 MTU| 1500] BUE
Bridge 1 | bri| sTP|Off s Prio| 32768| MTU| 1500 IS
IPHLE | 1s2|| 1es|| 2| 1]

F R | 255| 2s5| 255 o

B AT (AR (K TP M AN 7 AR e, Rl N HTHZ L, 2B R A o
VR AT AR JE AR AR AT

£ el a
Assignment 0 Interface [eth2 | Prio[ &3] IS
; bri

bri

BETOEFRUR BN MM, T LHEA R D IRIR S C 2 U4 R M, W07E brl R+
FRURFE 120 ra0 (e (BPJCZed 1), R s
iEmBIFEF

Assignment 0 bri s Interface [ra0 |»] Prio| 63| RIS

o Prio ARRASEEEY, HA MO e R — AP gAY

AR T Y A L AR A

FEREG PN O LR 2 WAN D0, NaZAT AR, LA D RESREA 2 A
T LAN ], AR5 WAN FE65E .

AYRE I, WIFE TSR b BRI GRE B, Wh -
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F3X34 RFI{ERAIRBH

HuprENRR

7B brl MR A DHCP 43 Be b Shge, W 25 & 2 % DHCP Dhag, EILZ
#% DHCPD M43

MO

AR eth2 O © ma
FISEEER vian0 O © mg
FIRECE ra0 OF = IO
FIEEE apciD O xm © mg
FIERCE wdso Ozxme ©mg
FEEEE wdsl Oxm © mg
FIERLE wds2 Ozxme ©mg
FISEACE wds3 O#ime © mg
FIEEEEE brO O © ma

Mg OBCE. BOES D R, DU LA ra0 i 1455

FISEEEE ra0 ® e O mg

MTU

RS OCepm @z
Masguerade [ MAT ® pR O =H

IPHiHE | ol o ol o
FFIERD Lo o o o

EREAME R T LA B 1 3 SR, PR E DR
MTU: & KAiE4mE T

MR 28 AR K6

Masquerade/NAT: 517 )5 H Masquerade/NAT

IP Hiudk: B ra0 (1) IP Mk, ANEES HAR ) i 5 A b 58
TRIHERG: e S S 1
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HHDHCPEE 3
DHCP 0 a0 »|[on v start| 100] Max| 50| Leasetime| 3500

Z ¥ DHCPD: {{i/Tl% % DHCP /5. 5% DHCP R 45#% b chds i, BIAT H B ED ()
PO, A B AR 1 B I () 4 K OISR K eth0), 55 MK JE TR FF )i DHCP
LiRE, Start fARIFLAHIIHNERE 2 /D>, Max QK EHZ 41 ALH) DHCP % i %, Leasetime {3
B AL IS TR], B R e, BB S R R A B Y A A A

VEE: RRE AR AR IR, RIEA P TURCE F A, mARE— R PE 24> DHCP
IFi i

3.3.2 k&

33.21 EALRE

FH2EFENO wio [2.4 GHz]

FLEE e ® gR O zA

HIPEDO ra0 - S5ID [dd-junjinlee] HWAddr [00:AA:BB:CC:DD:15]

FesiEst

Foek Pl ES,

BO0Z 11n fESET, Re v

Tt RS (55ID) |dd-junjinlee |

RIS

ERE 40 MHz

A

FBssIOr 1% ® R O

PISEECE O s#ifE © SinsE

EHED |

BAH: JFH WIFL.
R KCH WIFL
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TR : AP, &)Uk, Ad-hoc, P4k, AR R T ik
TR MG :
VBE: [ HF 802.11by 802.11g. 802.11n ARk TE Lk ¥ %% o
BG-IB&: [AH 3 FF 802.11b. 802.11g FrUEMI TLLL & «
I B: S 802.11b bRtk ok e .
X G: H 374 802.11g FRufk b Lk ¥4 .
NG-B4: [FIN 37 802.11g. 802.11n vk ToLk B4
U N: HH 802.11n ARvEM L4 K 4%
8021.11n fEHII: 7L ML NI, FEAL HAL f i =
SEML. HHE, FARIREIR, WA T 802.11a/b/g A FHAH R A4S, {4 FH A
AE I . AR A T 802.11a/blg VA AH AR R (I, 48 R 5 R
AlREFE AR IR . RS
BE: B S4B e, Rt .
Ta 2k M 45 42 (SSID): Jo 4k W 2% rh i 5 e & L= M M 28 A4 B, i 4% (1) SSID & — 31 . SSID
R B G, X0 KNS, AR 32 S5,
TLRPGE: LA 1-13 SUE RS, 2N TLERBAETN, 5/ E RS H e weas Al -
[Fi] (1) A3 o
PEFE: 20MHZ 5 40MHZ ] itk +¢.
M. MUE N AOMHZ I, mIEFE upper B lower.
T4 SSID |~ #%:
JBH: ) # SSID.
2R [y SSID.
EET
B MRERIES ey b, SO, EIER O
KL WA B L, 1P IR ETF I E .

il

F3X34 RFI{ERAIRBH

FEEECE @ #E Ok
iHiEE OpRE @z
Masguerade [ MAT ®pA O=A
IPHEHE 192, 168, 1/, 1
T PAHERY 295, =255/, 295/ al.
BREED: SGmnarisin—AN e D . Whkshia, Sk, TR,
EiEO
EHE¥EN ral 551D [dd-wrt_vap] HwaAddr [0D:A4:BB:CC:DD:16]
FheEFlEg -5 ( 5510 ) dd-wert_vap
FSSIDr % ©®pgR OzH
&P iy OpR ©=zMA
FleEcE Ok © s
Eil E3

AP ML KT o2 % ) i e A e A bR R, 2 HUREV ) AP ERRIR [ E I 45
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R RAARE: RAAEN, EHE B, MR, “ T, “ 5%

B RIS, VS SE R, PG E e e .

3322 LEEE

Togk AN TR I L M4 1) 2 A VE T RO B . AR It 7 M4 2 sk,
BRASEH], AA et el A s asia, i e B IS B A2

A#EE wii
¥ NA ra0 SSID [dd-junjinlee] HYYAddr [00:AA:BB:CC:DD:15]
e |EEH v|
FzF
LEEFES wlo

YMIPEN rad SSID [four-faith] HWAddr [00:0C:43:30:52:79]

LEAEE | WEP v |

R ® Fast O Hz=m4

B AERTEER ®1 0203 04

e | 64 bits 10 hex digits/5 ASCIT | |
ASCIIHEX O ascin 3 Hex

BT | e

4l 1 2627F65597
=5l 2 15AD 100294

=ER 3 DDC4761939

#4H 4 31F1ADB553

WEP: 2 PRI INE 5k, 2 2PEA W WPA.
WRRAY: W DLIE e =
BRINERI ST L P2 1-5500 4 b 05— AN AL S n 35 458 1 (1 454 .
AN : 4764 bit 10 hex digits/5 ASCII”,”128 bit 26 hex digits/13 ASCII”. 7] Al F 38 47 %6 15 2E 1%,
LTINS
64 bit 10 hex digits/5 ASCILAE—ANEEH N 10 47 16 B FAF 8 5 47 ASCILAS 745
128 bit 26 hex digits/13 ASCIL: #—AN% 84 26 A7 10 BEHIK 7 FFe# 13 A7 ASCIL 15
T
ASCIVHEX: ASCILIEF:% A ASCII 15,
HEX, EFHHN 16 HEHI%L.
WATEE: HERAEHN AR 45
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FH1-EH 4. ATLCTh S Wnr dhk t ds AR A N B AT R AR

FeEESE wlo
PN ra0 SSID [dd-junjinlee] HWAddr [00:AABB:CC:DD:15]

FEiEs, WP Personal bt

WA AES v

WPALEEEER arsesnes [l 27w

ERAERAE EERR 2D 3600 (Fik: 3600, FaHl: 1 - 99999)

WPA Personal/ WPA2 Personal/WPA2 Person Mixed: {2 {it — i WPA %7, TKIP Fl AES,
TKIP+AES, XM zh& %% 4. TKIP+AES, Hi&H TKIP 5 AES. WPA Person Mixed,
o1 WPA Personal 1 WPA2 Personal %% J7 i iR & o

WPA L% 4. 8-63 A7 F4F, HIFREFBF4 k.

SHIEORTIN TAAIRE (FP): 1-99999.,

WMEENO rad SSID [dd-junjinlee] HWAddr [00:AA:BB:CC:DD:15]

ZaiET, Wa Enterprise w

WRARE AES v

Radius4 IR & sttt 192|.| 188, 1/.| 110

RadiusE iR % 2R 0 1812 (e 1812)
Radius £ = 254A R O ex=18
FRER A E AR ) 3600

WPA Enterprise/WPA2 Enterprise/WPA2 Enterprise Mixed: 1>\ WPA/WPA2 %, % H
P BE Radius BilF RS 28

WPA #5:: AES/TKIP/TPIP+AES.

Radius $AUR S8 HkE: 4 1D 25 1) Radius [ 554% IP.

Radius %Ak S 880 1 . Radius RS54 I, radius J55 A )30 1

Radius $B3LZ%47: Radius k55 845 A1 45 2 [H) 1) SL 528541

2 B I 8] TR B (R): 1-99999.
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il

F3X34 RFI{ERAIRBH

EHEESE wlo

W¥FEN rad SSID [dd-junjinlee] HWAddr [00:AA:BB:CC:DD:15]
AR, 802, 1x w

¥supplicantZERy ) Peap ® TTLS
RF

EE SRl

W

EIAE
AN S adiRAL

HEMSEE

802.1x : 802.1x P2 AT Client/Server 115 i) 45 AT AUE Mp Lo & AT LA PRI AR 2 A H
A4 ek B N3 I (acceess port) 1 1) LAN/WLAN .

Peap: PEAP CZORII a4 RIS UE VD J2—Fh I T AEJCZe W 286 Bl s &8 fOEF, A UE MY
EAP [FJRA . PEAP & 802.11 ] WLAN (Jo&kJRids i) SCRF 802.1X i 117 i, LA4E
U 22 A1) S IE . X B2 PEAP-EAP-MS-CHAPV2 (1],

1. AP,

2. HINE.

TTLS: TTLS /] TLS @& # “J@ Pk - X" () AVP), 1R RADIUS,  (Zfsg -
AVP [ gt g S AR5 AR O IS B — M ts foiF—A TTLS k44850 1E 1) AVP
ST ST S Oy B AL . H ATHO TTLS SEILSCEER EAP, DL —28% )51k (CHAP,
PAP ], MS-CHAP 1 MS-CHAPv2 1)) thE X ra 7%k,  TTLS B, W LARZS S iy
JEE B GE I e SOBT JEPE, DS sl

1. WANHF 4.

2. HNEM.

3. HIALNIRS AU A

3.3.2.3 £k MAC i€
o4k Mac 1 3E AT E T G mac Hihl, Fo i Ak IR LA S I SR C A A
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F3X34 RFI{ERAIRBH
|

il

FEHEMACT E
ral - MACHEE
FEHiE @R Oz
EE (&) BRI EBRRE Pissih i Tk s

O R iFERRIE P E AR

fRiEMACHER AR

BT

TFREIE: BOAZEH]. R, JFR L% MAC idiE.

PR S
RELLEFr 512 7 3 ) B2 P 4% . MAC R 3E5I & I B &% AN RE S e o s 4l 15

RAVFFTFIZ P 5y WGP 4% : 45 MAC Ml Z1 RS Ko 2 b 5 i el 25 o Zidif5 .
st “gnH MAC REUEZIR ", SidE MAC Muhlg3e, (E3f i i o, TN SRVF/245 ik 5 8%
PSR B MAC Huht. SH5E)5, 5 A “ORAE” f28t. AR5 R Bbutm, “fR
FABCE”, N7 B, BUNMSED, sl “BUHSE)” ZH.

3324 H&EE
S T FH % 2R T B O R I T . XL, I EALE, R IEH IR E S R

LRI B
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SE LR
[=t3
ERIEE i v (Fiik: T
MIMO - Bl R Bzh v (Fwz: Bzh)
Bl iR Bzh v (Fii%: Bah)
CTs {R{P1E, © gz O =R R Bah)
MR © gm O =@
yia- o] 100 (Fi%: 100ms, FafE: 10 - 65535)
oTIM [ElfE 1 (Fhe%: 1, fubl 1-255)
S HEE 2346 (T 2346, FRE: 256 - 2346)
RTSEHE 2347 (Fl%: 2347, J B 0 - 2347)
BAREE iR 128 (FWv%: 128, FaHEl 1-258)
AP HliEE O BR © zA (i EEA)
fEIEFLE Bah (Fmi&: Baf)
-l v Bsh (i Bzh)
A K & (TR 1)
Shortslot Override Bzh v (T B=h)
fEiEThEE 71 (FiE: 71, 2B 1- 251mw)
S ETEELE @ gr O =H (Fi%: BA)

EARE. BOIMEBCE AT . RIS PTE RN Jodeiiat, B B SCRE I A4
M BRI BCER A IR T A B s I SR AR . 8t m] DLIE BRI R Bl AL ik 2, X
B RIERE T 47 2 BEE 1 Wireless-B W & HIARA M, EFF 1-2Mbps.
MIMO-[F & te 5 = . BONKE L A3). JEEEM 13.5 3 270Mbps. 15 B A L T4
(1) TG L 1) 5% (1) v B A o 2 ] DA — AN AR R R () Y [ Y, B R BRI,
“HZ, BHEEss B o] BEER I B AR R A R A A S DA R . B 3hEA
YRI5 it (1) 5% R A A G2 7 7 g 2 [R) PRI T3
[ SE B AW E L A0, V&M 1 3 54Mbps. 1BEE N I T 15 1 026 M 4%
() v S AR A R o AT LUk ML B e A, sl R BB RCE, <A 3™,
P& HH A 2 F AT R AT e PR 0 Ec s A% a2 00 S Y B 3] UH )R e B 3 [R5 s 47
(1) A A1 C e % P ERE S 2 . M E N A3, CREEDL, R iR Jo4 -B
RIEFRNL-G B, AR 2 I E4-G WA o XN EER-G B TR
Ao MR iz IR AIEHE MR .
CTS fRIFHEK: BRNERZEH . M EANBE), REHLE, RGN LB &
BT L-G B Has, UAEIRZ TEL-G W& X IEITEE-G WA TR RES
TR
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WIS : BRIAEE2EH o Mgk FEVFELRIIR, I 248 i/ I 25 1 3 1 B AR B L
25 1-3 ToLRE ) i, AT AT B T B 1 45 R RN I e 2 52 B 52

RETUEEIRE: BRI 1000 SAME 1 3] 65535 2 00), FALTZERb. A 5ol B (i 8 R i)
Sl B A AT o A RS ki T o i FH 2 P 28 P B ) R R P Bk 4% . TR
KEETR, @UGRE 50,

DTIM [R]fE: BRI 1o DRMEAE 1 R0 255 200, RUMEHTERIEE (DTIMD (¥l 5.
— DTIM FBOR T, Bk das ) S el AL B 28k 200 & i, Abad 4n
—ANEPHE T ANE DT R 2 RN R, e R R K K DTIM 55 DTIM (8] b
fELo 507 i W 30 R Sl 14 i JBE 7 5 )™ B R 22 1B

S BRME: PLE N ARERAE 2346 HIERIA S . JUHH 256-2346 71, ‘E¥aE— NS
() e KR ST B0k 7E AT W 00 ) e 22 N Bl B 2 o G SR A ) i B A R, IR AT RES
FHASHE I 43 BRI o 3 BRI, n A SR L REAEE o IXAMIE N2
B

RTS BE: MAENRFF(EH 2347 ERIABCE . YEHE 0-2347 745 a0 RIS B A3
s, RISl . WA 4 s A2 LSRR 1) RTS BN, WA 2JE
F RTS/CTS ML, 2% b RISk R (RTS) Ml H]— MR s B2 st AP i R i —
AN WE RTS 5, LW &A TN E (CTS) Wik, WIFHLH.

BARERE P nlEER LR P imdl 1-128.

AP H5L: BUMEZICH . MBCE B LR b, B UL e ok % i 1 U5 e
17

FEIRERE MW RE: HAHZ), 4o, i, BOMEIEAZ). X2k SIMIRE —g
AT B A I B o ZE R T IR R 2, A0 RELE TR 5 () i b 2% ] REZER R /R B I 75 skok
RS
A (2K, B, B3, BAMERK. WMRER LIRS RS, e 5H
fil 802.11b e AFHEATIMAZ B B ) N AE, TSR P A2 A A )Y
FHFELYT A BONE L B . B RVFATGERE o (GUD Uy [l 2% a8 1R .
W AR ARAR B L P A B o4 20 i U7 Il BB DU, 1 4R

F48 Fa AR

Tt PSR © gR O =A (R 2F)

4 5 6 7 &6 9% 10 11 12 13 14 15 156 17 18 19 20 21 22 23

T2k P 2% I 18] R - M TS 2k o0 25 I 1) R 88 T LUK — AN TC R I 28 I 1) o BRIA R 20
T I PR ANEER, WLAN SR Ao o IR BRG], SR AR AR — R AR J LA
/NI TG ] WLAN. N BEN K WLAN 2 gbnic o ge s, 2Lt Ron ki sidi# B
NI TFRI R Z T D) o
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Four-Faith F3X34 RIERIEASH
A ERA
TP R CpR ©=z8 (R 5A)
AEERHTHEH
T EIR TR ©pr Oz (T BA)
FLACK OpR ©=zH (7 %A)
Cwmin Ciman AIFSN THOP(R)  THOP(ajg)  BIEFEES
= sl [ [ 7] [ g O
RS [ s [ s3] [ 3 [ 0 g O
4T 7 [ sl [ 1] | ens O
EE (| R S 1 A -] O
Cwimin Cvman AIFSH THOP(R)  THOP(ajg)  EIEEEEH
B& sl [ wmeal [ 7] [ g O
RHix3| o as| [ wmeal [ & [ ! O
4 o7 sl [ 2] | enig) O
EE (] N - B 7] O

5. Retry 5. Fallbk L. Retry L. Fallk B

R [ ol
RHEE [ ol
0 [ ol
B o

TR AT ] Wi-Fi ZEATIRE. BE QoS Tfe, BB EAEAIFRA L
LA AR I IAT S I S AR (V0 e gl ZESROR BB P A, S5 TR BB AT DURC EAS
IF F) o AR e et (R S5 A I ) o BAAT B B3R 5, PO, 22 B4R, AT 55 SCHE B I R
Rt AMERIIER , IR IMKSEAL SN TP $ds 2 4.

T ACK: XJE4R1E MAC EAHI oS . BTG ACK, W RSy S EUSCE I & it
i, EARRARELE, RRRIEAEME R A (RFD (A5

EDCAAP 231 (AP R U : IX 25 AR 55 B H F i ol (T
EDCA STA 23 (B 5] AP): 1X 4 550 i & 50 W& 7 i i (R4 N 1o

JaE: PLAF AR m At i . 75 B 5 R 7 i 8 R (7] S50 4 2 000 ik 311 A 1)
tn: FTP 338,

RAER]: e herp i diemm B, KEZEES 1P 5 K% 5%
BB : N “rmr B/ INIEIR o I Ta] BBUB R AR AL 1 30 K 0% B BA A

B SR VoIP R WA I i a) SgURk 1) Bt B 2h &6 31Z BA A

CWmin: /N5 6 L. WWSEOEM ARG, v &4 sy i FATLE B 4515 I (]
CB 117 o /N 4 11 4 e B — A e 114930 ) A Sse 0 1A AT LR e S5 5 (1] (22
O 1 BB B ANBENLECE 2 — N T 0 AKX LR 1S i . an A AN BEALIR

ENEEEREHERAT Page 41 of 87
Add: TP EET TS A K 44 5 3 2
http: //www.four-faith.com RIS 400-8838-199  Tel: 0592-6300320  Fax: 0592-5912735


http://www.logo2008.net/

M=

FotirFaith — F3X34 RFIEAIRAPH
TS AR I () 2 3 T (R B it %, AN EE R S A i R M LR R (D 1
%o BEPURBEE IR/, B RIE B R TE g i 1 o WA 444, “cwmin”
AR 1, 3,7, 15, 31, 63, 127, 255, 511 8 1024, “cwmin” f{E % FUE T“CWmax”
ORI
Cmax: KIE44 1o X B8 E 15 R SE 4 L 2 B AR B 3G I — £ (LL=FP R
AL ) ERR . IXIIN A, 4k4E, BN ER WU 1% BIA (1) K e S RN —
FOR B4 i KN, EK 4R, EEIAE s KEIR.  “cwmax”H 2%
MR 1, 3, 7, 15, 31, 63, 127, 255, 511 8¢ 1024, “cwmax” {2 40 & T-“CWmin”
HUEIER

AIFSN: IFSN f55E — M i (0S5 ] CLAZ R0 o0 BT ) o

TXOP(b)/ TXOP(a/g): FK/n &L=y a™ b Ml g”i, 4 WME AP J& 8li&#:3)E
AL A T (WMD) IR (RN o B TR (LA R 57D S AP (ARl (TXOP),
R TAJRE I WMM AP {E o4k 2% EAERIA RS 3.

3.3.2.5 WDS
WDS 2k 73 A AR G w4 7T LALE TGk AP B3 TG4k i rh 4 2 (R8T 4 EA T e (o
2KD, T A SR IR R AN S i I C 2 80 457 mle ORI DI RE - X PEBATT T LU A
T, AR Z AN WDS ASAEREIIOCR ,  MIMKRE Jo 2 I 44 45 i Vo L 97 e 21 ok
AL L, RO 7 JAT e EM. H A% A SC R WDS (R, Rl

F2E 53 A0 3 & 2

WDS¥ &

ToEEMAC 00:AABE:CC:DD: 15

(Rl CLan) » || oo aal| esl| ccl| ook 20| [name

|
3 ~|| oo} oo} ool ook oo} oof | |
£ v| oo} oo} ool ool ool oo | |
3 v|| oo} oo} ool ook oo oof | |
E3 vl oo} ook oo} oo} ool oof | |
3 v|| oo} ool ool ook oo oof | |
3 ~|| oo} oo} ool ook oo} oof | |
£ v|| oo} oo} ool ook ool oof| |
3 v|| oo} oo} ool ook oo oof | |
E3 vl oo} ook oo} oo} ool oof | |
HEER
Lazy WDS O R © zA (38 M)

FzF W ikedzh
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Wik
®  gmm. |
4 R 3R i, 5090 i
3345 GRE

GRE (Generic Routing Encapsulation, i 2% H1326) PG 0y B2 i ¢ 2 il Cln 1P
AIPX) (AR SCHEAT B2, (X Sl e (AR R OSCRB A1 5 — N8 2 B Cn TP)
. GRE KA T Tunnel (F%iE) $AK, & VPN (Virtual Private Network) ¥ 5 — 2 f%
L

GREREE
GRER:E O

GRE f$iE: 3 HEE 25 H GRE Hifg

B 1(fff) e

B PR
e |

= v

~HEEWUAN TP 120,42.46.93 |

AEFA 192.168.5.0/24 (e0:192.168.1.0/24)
THHERETP 200.200.200. 1 |

HEERETP 200.200.200.5 |

EHITRT |255.255.255.0 |

WIE: TR PNEE, HATRZ LUK E 12 4 GRE BEid

R A IARE T AT E 1) GRE B&iE, 5 4CREH 2T GRE p&id
2R BRIE M A EK 30 NEFF

Wit: GRE k#2110, HE(f WAN 1, LAN [, FIPPP 4k 5

XT%i WAN IP: i A X GRE ) WAN [ IP #hhik

XP%EF ™ GRE XS i) 7™ IP, Ul: 192.168.1.0/24

XTuRBEE IP: %31 GRE B%id IP

ABLF%IE IP: A<ih GRE %3 1P Huli:

A i TR . AT A
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fRi%: JT)A/55H GRE #35
ERRB: GRE {RIE R MR K IR EL
FERMEME: GRE {5310 & 3% A g
RICREME L3S 2R ISR s
M “&%F GRE i~ #E W LIAE GRE [HF 8

GREMEFIH

ﬁﬂ = o
£F BA FHEWAN IP HETFR ATEREP FHREEIP FEF RS IR ﬁ:l&

= PPP  120.42.45.98 192.168.5.0/24  200,200,200.1 200,200,200,5  255.255.255.0 o0 &=

[5e | < | |

3.3.5 &£%

3.3.5.1 Blikig

BT DU T AR T kB, P ks 52 (1 Internet #4281, DLABHIERE 44 Internet
TR, TR LU g Y 255 (1) 22 41k
B KB PR

Ea:x SRR

SPIRH e 1 ® BE O =A

1575 )< Jate 188 50 ) 2% 22 4 P A PR AS ST CSPI) %o kN R0 4% (R B A b AT A A, 24d ]
i KBRS, EBE A, FWEEH . HATJEH T SPIBh kRS, A REA I HAb BT K B Ll e
TEUEACEE . BH 1 WAN iR 45,

R R

[ g

[ @ ¥Cookies

[ @38 1ava Applets
[ stigactivex

TEIEAH: I H wan ARELARSS 35 0] RERRAR N OC 1) 22 A, 138 Proxy BHA AT R AT wan
IR S A VT, PR R HE JS H Proxy i I8 8 Sk LAAE % e

1€ Cookies: Cookies = Web I 3ifi (A7 7E K8 FELI b B, 244 M1 Internet ¥ 2548 H. B
fi 2 1) Cookieo i i S IEHE S H cookies i JE BN S ik LAZE % Lhfig
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L 3E Java Applets: U154 Java, WA RETCIEFT FFAER Java T HgwfEI M 0L, iz E %
HEJH H Java /NFE i P8BS 18 LA AR F % D R
ITIE ActiveX: WIHRAEZ ActiveX, WM RETCIEFTFFAIFH ActiveX T HAnfE M T, Hiii%
SIEHE A ActiveX I 98 8Y S ik LA FZ DI fie -
RH1E WAN &K

M ik BwanO gk

FR 1 b3 B vean B4 42 183 (ping)
SHBIDENT C #R0113 )
Block Wik SMMP access

FH1ESR B WAN D& &K (ping): Wi wkrp “BHIEREE A Internet™ 3K 55 ML IHE, )
FHZINRE, I 15 1 W9 2% 18 52 2L At Internet F P 14 Ping sl 2RI, s 40350 7 56 Jon s
AR A2, X — DD REMIBRURE AT, SH AT AT L AL VR 4 Internet 155K
1238 IDENT (i 1 113): JX — D AT LUE 113 i 115 TS A B 199 2% 22 AR B8 3R AT 41 40
RS FIORRT 113 S L BEAT L9, Bl SOk 280X —Thfe

BH1E SNMP §j ). X DhfgfH ok BB ) SNMP #4515 K .

SERBEER, Rl REFERE”, REPELS, B0 “HUEEEh ", BUEITEE .
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Impede WAN DoS/Bruteforce

Impede WAN DoS/Bruteforce
[ Limit 55H Access

[ Limit Telnet Access

|:| Limit PPTP Server Access

|:| Limit LZ2TP Server Access

Limit SSH Access: ZDjfig 6l 7R B 80 (1) SSH Ui a3 Kk, Xf [F]—A> 1P &5 P 2 4%
5% 2 > SSH ##EiE K .

Limit Telnet Access: 1ZINREMR T TR B 38 M #) Telnet V5 )ik, Xf[A—A IP &8 i %
52 2 A Telnet EHE K.

Limit PPTP Server Access: >4 #5437 | PPTP 4588, iZThasbRb 72k () M ) PPTP
YK, 0 A IP AR Bl 2 B2 2 4 PPTP &8z 3K .

Limit L2TP Server Access: 4% #5857 T L2TP 4528, iZDhAEBE Tk A 5™ 1) L2TP
ViR, A PR Bl B 2 52 2 A L2TP i H1i 3K

EIILJ\ E
B i 0] DR T Internet 3ERM HE, BFEEAFEL.
H&
Bz
Bz @R O=zm
B [

N T ORFFH &SRS, kR, Esibkalsk, e AR, BiERR KR, K

HY B T A U
AESEL: wEHEI0”, ErRgoaic kB2 mHE.
IR

N

EF/ FH v

BB BRA ~

EfEsE B v

MR 3 T AR HI I, XM Rl e HE L, ZEHIUANE SR .
EAHE
LA B s e 2% S AR AN I I H R, Rl “HEEAHGE 2L
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EABEE |
183.60.49.59 LoP 4000 Accepked
183.60.49.59 LoP 4000 Accepked
123,558, 1582.252 TCP 35654 Accepked
123,558, 1582.252 TCP 35654 Accepked
123,558, 1582.252 TCP 35654 Accepked
123,55, 1582.252 TCP 35654 Accepked
123,55, 1582.252 TCP 35654 Accepked
123,58, 1582.252 TCP 35654 Accepked
123,58, 1582.252 TCP 35654 Accepked
123,58, 1582.252 TCP 35654 Accepted
153.60,49.59 LGP 4000 Accepted
153.60,49.59 ([mlsy 4000 Accepted

BEHHE

SR B i S AR N BRI H &, ey “HEHH A $2H
il A5k
192,168.1,163 122,228.241.6 LGP 8000 fcepted
192.168.1.163 123.58.182.252 TP AN fccepted
192.168.1.163 123.58.182.252 TCP AN Accepted
192.168.1.163 61,183.55.217 Lcp a000 Accepted

3.3.5.2 VPN i

RERLE R (VPN S8 T 5 TAEASSHI M Z . %F T VPN BEiE, % 2% H i sSZEF 1psec,
PPTP Fll L2TP (1% 1.

EfEARACVPN) |

VPNEIE

PSecEiE ©egm O=zm
PPTPRIE ©pm Oznm
L2TPEIE ©pm Oz

IPSec %i%E: Internet Whill %4> (IPSec) J&—E WX, H TSI 1P 2SI L A3 #He

B AVF IPsec BEIEIERL I %%, WS 1PSec Tl A . BAEFT () 1PSec kTN AE, KEFFEEH] .
PPTP ZFi: U0 miBERE VL (PPTP) 213 H VPN 2 1% ¥ Windows NT 4.0 5% 2000 fili4>
TR BLARVE PPTP REIEE I B th ¥y, J5 FH PPTP ZF i) fE. ZE4EH] PPTP 28 ML) RE, ik
L2TP 3% 2F —ZBRE P (L2TP), ZEEHLLHIM (VPN ¥ PPP FHINIY &, L2TP &
A % 0 P B s AR BLRE R SR | 1) L2F PPTP. B AR L2TP Fi i 3 3o 4%
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fs, WG H L2TP 2FlThRe. SEAE I L2TP ZF kDl RE, JEFEEH .
i “REERE” LR A . A CERIEEEN Y L AR PRAE I O

3. 3.6 IR

3.3.6.1 WAN ijjji
A5 FHY Internet 5 1 52 i vif LA BH 1F 5 A0 045 1 267 B4 Internet 57, 0] LABEE R 2 PC 1O
Internet 1y 7] HEMK o
ihE R
g1
E R
REEETR

PCs

HmiEaE P imE AR

TEiEER] BREFIRTIE] LT Intern et E

O g
® i

BROASEBS U rh A I yk” F0 “FEZ07 PIRhIEIL, WURIERE “HEL7, KB LR 1) HL e 7E
R I TR BV I AR AT ELIBE IR R 2% s T Rde e Ik yif”, K BEL AR o v J AR N ) B R o
(93l 7 1) s AT LLIRES 10 4% Internet U In) 5 % Ik P84 5 19 PC 7E4RF 2 B R) B 17 1) (1)
Internet i %5 .

KRG BT LE 10 45U5 ) SmE o sl “MHIBR” EIMIBR — 45 Hemg, B al i i
RE: I — 4000 .

RS BFR: TENAZN B SRS R 2 — 4 FR

PCs: iZA% H 1 T4 % i s, SO U AR %8I3 1) PC 12K
x
BE 1= - A= = A 5k 5
wiid
24t ®
BIST O ¥~ =utF [onvfeo~
Fee TR TS L1 AL 1 T

TR« T S N B e 1

E 1 EEERR A R A F
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TE R URLI 338 Wb 2

| || | | |

| || | | |

| || | | |
TEE 8 FEHE Webih &

TEid URL Huht3 4 Web 3 s 500 LGl Sy A 1) URL SR EFBION FE 23 199 35 D7 1] o
TR T Web 3. 0T DUER A S 7E Web BT HH RSB 7 R BHB0G FL D7 170

EFPRil%

BAEPmMACIERE » #5304 & x0000 Xx X xx

MAC 01 | 00:00:00:00:00:00|
MAC 02 | 00:00:00:00:00:00]
MAC 03 | 00:00:00:00:00:00|
MAC 04 | 00:00:00:00:00:00|
MAC 05 | 00:00:00:00:00:00|
MAC 06 | 00:00:00:00:00:00|
MAC 07 | 00:00:00:00:00:00|
MAC 08 | 00:00:00:00:00:00/
SAXFRBAIPAL
P 01 192.168.1 0
P 02 1921681 0
P 03 1921681 0
1P 04 192.168.1 0
IP 05 192.168.1 0
P 06 1921681 0
BAEFRMIPHEE |
1P3EE 01 Coop ol ol a0 o o
1P3EE 02 Coop ol ol a0 o o
FzFe L
£ Internet U7 i g

1. M “Internet Vj iv] g ” F P s ik — 4.

ENNEEERSEERAF
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2. AKX SRS, ks R R ORI Rk g .

3. TR T B N\ S 24 B

4. i “YufE PC HIR” ML, HIL “PC FIK” UL, FANHIZFE PC, n] LT H]
MAC Hisika#% PC Hikib>kdig i PCo 4 SRS A BHIX — Smg NV FH 21 —4H PC, W n] LU A —
Y1 1P Mihbya e, sE eSS, Bl ORAFIRE”, RAFITERME M, U Hd <IN
) B, S8 UG S PX —% .

5. B IX A RIS AR BRI I ] o BRI — SRS AR AL B H s B R, 2RI
XS AR U AR Ba B, sk RE <24 /M.

6. WIRFIEA I FRVF U R4 a2 URL HuhE G R, TUZE i URL Huhk” 55320 () soph 2 B
WA AN E—A> URL Hiuhk .

7. WOSRARAE LA R VR R A OB M, DUAE S OGRS 5% P AR BE Y
N — A KT

8. Fili “LRAFBEE” AR SRS AL 1, WARIUOY X Sems (i &, ey B
E)” il

HE

1. BRUCRBSRUUH T A g7, S P B BRI RIS RI D, R4 7, A O SR mE
TRAFEE AR B . WIS G R S m 2 5 — 4%, RAFIG S AR — 4%, g
AREH 5, WHZ R S 5 ORAT o

2. P HHARAS G AT IR RE RS AT, OGP ph 28 P U B A S A 3 B0 i AR I B
sk, BEHgs R0, WASEE AshFAE NTP IR R 5558, U7 2 30 A% 1 1 [ LA
TRAADE “Heif Bl ThRgEfAT .

F3X34 RFI{ERAIRBH

3.3.6.2 FHEWILIE

i SRR FH b S e AL o s i 2%k N Internet, EYEFHIER EH Internet [RS8 EidE
£, w] DL g s S .

B

EREETE g O =g

o | EFFL TR v
FHAEE. ST adiEhe.

K&

EFAFEUT AN EBIRR: Z AU A & SR B, Sl fy AR i Eds t.
R G DT SR SR & A ORI S, B3 Ak i £k
it

palc|

bt Bttt

a.0.0.0:0 I-- 85535 a3.8.0.0:0 I-- 65535 tep outout

F € S g WA R 22 91 20 BE I A g RN o 2 SR S BR FL P e — 00, 2k rhoxt
IS, FERE MR HeH, SRR AERGT “ORAET 4R
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e D L
B
iz

B 90 | 1}[ess3s

B | ol| o] ol of| o
B bt | ol ol| ol of| o
3 st pE A

I E R SO AL RE R e s 1, B, YRk, H R i
2 /DI I,
77 e
Input: (4l 62 WAN [1F] LAN [
Outpu: (it LAN 15 WAN [
B B A,
PR O YR H
B g 0 e B s H
EHhE: B YR 1P Mk
B gk Hls i H ik 1P k.

3.3.7 NAT

33.7.1 wmA¥EKR

sty VFE R T8 5 M4 E A LIRS, Ul web IR4545 fip ik 55 %% oL Ath & H 1 internet
N (& Internet N HEEEFR 18 internet §5 i) 4% FH h BEFRIAE AT N FH L) o

O E
L35

SIFANBIPEE ) FiRHD
\web ClTcp v | | ozaessar| | osomo| | tszaesdtaz| | a0
ftp @' v| | tzaeseiz] | 24 [ tmaesaaz] |0z

MNRRER: 72N R PR A BN BTN Y AR 7 1) 44 7

Pl yfF PN R UDP 8038 TCP WY, P A R IR % 3 A b

SVFHIVRE IP B[ 7E %A N Internet 7 [ TP Hbdik o

R H e AEZA I IR 55 B A 1R o0 8t 1 205 o
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IP Hhilik: G ANFEARAE internet 7 U in) IR RSS2 160 9 X TP Hihil

H s s 2Rz 5 N IR S B A FH B oA 3 ot 1 G o

JBH: kB B HE, JH BT e R 2 1 RIS . SRETICE NAEH] CRIEFS.

il

F3X34 RFI{ERAIRBH

SERITHB SR, iy “OREFRE” 1%L, RPTMEES, B02 il “BUESE)” #
KEGHES, WG RO A, PRAER, sl “EE7.

33.7.2 HOGEE®ELR

e R R T B SR A R S I VG LA B 1E #OEAT, 24 Internet 2 HASEAN 5
150 PR 38 SR I, % Fh S8 20 bk St R BIFR 1 S0l H T e A i, nl B sidsan O
A5t AN, BRI 7 IF ZEAE P PR S 3 11, SRR A P o R, AU “ R Bk HE
7 2 P 5 K

& O mEEE

L

\web-tftp | | soo| | swoo|  (EE | | 192168118
| | Lo o [EE~| | 0.0.0.0] O

NEHRERF: AL RS B 7 B A A N TR 44 5

THiG: S 5 A A DT s 11

GETR: A N 1 R L 45 o 1

P S k£ UDP B TCP Upill , P A [ I I B B A B

IP #hdik: G A JEALE internet J ™ U i) IR 5545 (K1 9 90 1P Stk

R R R ME, R PTE S 2 e R R As . SRATICE VAR ORIESS.

SEROTIB SR, il “RERE” %, RETERES, SUe Rl “BUE%E)” #
REGHBEL WEEA T A, FEAEE, il “BE7

33.7.3 g Ak

S 11 ik A T v AR A A DR S Ak A s 5 RIS, A B A AR [ s
UL, TR 2 PR SR 0 Bt i e R IR IR, U2 3d 3 TP i ik g 11 IS U ] 28]
HARE TS o
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F3X34 RFI{ERAIRBH

|we|:|-tFtp

REFRERF: i A\ s i 5 (R 1 A4 5
fil A IV B e A g AN T8 ke s 15 RS FEL
TreasE e i A il A [ 0 DT s S
SETR e B i RS L 0 45 o 15
PR IV B WP RE— ol I8 H A v 1Y
THiGse O S A A T a6
SETRR e N B R LT 4 A 5
R R R ME, R TE SO il kg5, S BCEDN A CRIEFE.

SEROTIB SR, il “OREFRE” 5l REFMER BN, SUe Rl “BUHKE)” #
REGH GBS, FEEA T A, FEAER, sl “EBE7

3.3.7.4 DMZ
DMZ ThfE faF— Mg 7 25 T Internet, M A A4S € %5 . DMZ EALFEI ) —

& HURN 3 A T AT R 11, DX A AT S AR ) g AT T, P B e A B D 224, 1fi DMZ
THUVMT I BrA (s 11, AT SHL SRR T Internet.

FEBR (DM2) |
DMZ

fBRIDMZ ® BA O z=H

oMzEHLIPHEE 192.168.1.

FALG ] DMZ Dheg, @AM, ZJ 576 “DMZ =ML IP #ilk” FEEM AL 1P Hitik,

SERITIB G, iy “ORAFRE” %l REFTMERES, doe il “BIESE)” #
SKEGH BN, WG RLL A0, FRAfERE, sl “EE7.

3.3.8 QoS X E

3381 EAX
1] QOS Zhfgn] LAy BR A b ALAN N AU tE, JF H AT DO 2 1 iP 5 MAC 70 Hid
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sEsk.
QoS H
T BQos @ gR O #A/
0 [wan v
SR AT
1% (kbps)
& (khips)

4% (kbps): A HIHARIRCS AL 5, FESEBR A, — Mo R BT i s KAty
B0 1) 80%%1] 90% .
TE (kbps): %A HIEAMRIACG NI, FESERR A, — Mo T iAo i s Ky
BE1R 80%%] 90%.

3.3.8.2 ﬁ}%

Netmask {1 5& )i+
MetmaskiE5E B
TR IPjMask .
O 192, 768.5. 1124 |Exempt ( TEZFR) v |
O 192, 168.2.3/24 |Standard CHFHE) v |
O 792.768.3.4/%2 (Express CHE#E) v |
O 192, 168.9.5/32 | Bulk € {) v|

Lol o[ o o[ o
S TT Bl — AN E R TP MR 1P S PR A TR A DR M

RSEF U : ARGHLL T LA, Horh “ASZ IR LS B T HAB DY R 56402 51,
HARPURL S50 M =i de g (Premium) fE5E (Express)« #5if (Standard). i (Bulk).
AZRR: AEAZIR (Exempt) 2Ol IR, Foiroi U BRTEME, A2 PR 47 6 A1 2L
b PURLSE I R R TR Ik -

Be AL Ba 9o Max_Up, F#CEHT %6 8 Max_Down, “QOS B & ” H 1 B AL R H A
Uplink, T % PR # 4 Downlink, A 52 B 1) 2 #% Ui (%) Ui &= 18 % 24 Exempt_Rate Up #l
Exempt Rate Do,

W LA AR e 2 5 B4R 56 mini(Max _Up— Exempt Rate Up, Uplink);

HARAR AL S 27 %60 : mini(Max _Downlink— Exempt Rate Do, Downlink).
HARNMMREHR
TEANSZ B BB i A8 5 B 5 » ZR G0 A FR) e i i G % DU ARG S5 4 O B R A — 2 I L
Bl o3 ic, RGBT AR I F AL 98 1000kbps, 4K 1000kbps, LA P4 E v, AL
SR Lok i AR, A2 R R AR B e an

mESES: (75/100)  * Uplink ;  (75/100) * Downlink

4. (15/100) *Uplink ; (15/100) * Downlink

FaifE: (10/100) *Uplink ; (10/100) * Downlink
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fik: 1000bit (JLF4 0); 1000bit (JLFH 0);

PR SE S, L AL R g R4 1000bit, 24 HAB RS GBI R A X5 T, AR e,

U PO BRI R, B R A v U2 IR “QOS W E” I BAR R #k

B 765

T YR RN S MAC 5620 netmask 155624 T 28 B 46 A0 I, 00 LA B 2698

(1) T8 4% K] A

F3X34 RFI{ERAIRBH

3.3.9 M

339.1 BEOMNHA

T H I O 145 2517 Console I H15 H o IXA> Console 1711 0] DABC Bl 538 £ 114
F, ROUTER W' T H % TCP/IP /7. WAL E, % He%H Console FIEH—/~Hi L)
WA 2%, sEH e 5 H T & 0UE DTU %%

= mss ® gm O=g
iR 115200 «
i 8w

=L 1 |w

i i I o~

T T |~

H TG IS (1) o S HORCE

HHEZER TCP(DTU) +
AR 4 120.42.46.98
MR im0 55501
WESB 12345678901
BEID 12345678
Rz 1= ) 60
PR E

UDP(DTU): f 1% UDP 4%, 7A€ XN HJZL, 785 T —& 1UE DTU [HfE.
45 UDP: FbrifEf) 5 M4 UDP %4z,

TCP(DTU): # % TCP 4%, WA E XN HZE 785 FT—6 WUE DTU Mg,
45 TCP : FrUify i M4 TCP IE#:.

TCP R4 2%: Frifk() TCP AR5t

TCST: [ X[ TCP iE4%

MR S5 gk 56 B35 8 L1 TCP R AT I8 A (B0 IR 45 Hh0 1) TP M kb B8 1 44

JR 2538 s K e 45 b O R P e W ) 3 11 o

w&SH:  WHKNID 5, 11 FREIAR . S ICER R E R “UDP(DTU)”
w3 “TCP(DTU)” (1IN X AN B E T A G 45

E N {ERERARAH
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FHlE
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LI Sat, 01 Jan 2000 03:31:43
IETTHTIE] 3:31,
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BHEBIS: RIS mAS, RN 4™, Aok
WA AS: AR A S, RS 2 A, A B
MAC Hblit: % T WAN (] MAC $hlik, 7 DLYEBE B >MAC Huhl v b 504
EH4: PRI N, ] DA BCE D AR E B
WAN 4. WAN 4, o DIfEd E > REARE T 1B
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MECEIR]: RGN A ]
AT RS ERITE I (A
MPF
FiAArF 28880 kB / 32768 kB
= 12604 kB / 28880 kB [ 44w |
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& 5656 kB / 16276 kB [
B 1347 kB / 16276 kB [ |
R T 730 kB / 16276 kB L
AW H: AT RAM K/ CRPA3E A7 98 s — BSR4 R0 Y A% ) 2B AS /N
ZE W RSB AR NAE, A NAE/NT 500kB N2,
oA : AN AE, P ] FH N A2 7 R A
ZX . BRI XA IS N AE, S N AR D0 LI N A7 R A 22 X N A7
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IP 3828 5 K 0 44 T 4096, 1] LLAEE #

TSI TP SEIRLIN AR ZEHE BN (1 TP 2K, 35 il T LLA B0 R P
AR PR a1

|

1 UDP 30 192.168.8.81 255.255.255.255 2654 UNREPLIED
2 UDp 42 192.168.8.81 255.255.255.255 2654 UNREPLIED
3 UDP 21 152.168.8.72 255.255.255.255 2654 UNREPLIED
4 UDp 13 152.168.8.81 255.255.255.255 2654 UMREPLIED
5 UDP 12 192.168.8.81 255.255.255.255 2654 UNREPLIED
& LUDP 27 192.168.8.72 255.255.255.255 2654 UNREPLIED
7 UDP 30 192.168.8.81 255.255,255.255 2654 UNREPLIED
8 TCP 8 1582.168.1.120 152.168.1.1 80 CLOSE

o upp 3 192.168.8.81 255.255.2535.255 2654 UNREPLIED
10 upp 30 192.168.8.72 255.255.255.255 2654 UNREPLIED
11 TCP 3500 192.168.1.120 182.168.1.1 80 ESTABLISHED
12 upp 24 152.168.8.81 255.255.255.255 2654 UNREPLIED
13 upp 48 152.168.8.72 255.255.255.255 2654 UNREPLIED
14 Upp 15 192.168.8.81 255.255.255.255 2654 UNREPLIED
15 Upp 3 192.168.8.72 255.255.255.255 2654 UNREPLIED
16 UDP 6 192.168.8.72 255.255,255.255 2654 UNREPLIED
17 upp 21 152.168.8.81 255.255.255.255 2654 UNREPLIED
18 UDp 31 152.168.8.81 255.255.255.255 2654 UMREPLIED
19 upp 15 192.168.8.72 255.255.255.255 2654 UNREPLIED
20 UDP 43 192.168.8.81 255.255.255.255 2654 UNREPLIED
21 UDp 43 192.168.8.72 235.253,255.255 2654 UNREPLIED
22 UDP 42 152.168.8.81 255.255.255.255 2654 UNREPLIED
23 UDP 18 192.168.8.81 255.255.2535.255 2654 UNREPLIED
24 UDP 9 192.168.8.72 255.255.255.255 2654 UNREPLIED
25 UDp 37 192.168.8.72 255.255,255.255 2654 UNREPLIED
26 UDP 27 152.168.8.81 255.255.255.255 2654 UNREPLIED
27 UDp 31 152.168.8.72 255.255.255.255 2654 UMREPLIED
28 UDP 18 192.168.8.81 255.255.2535.255 2654 UNREPLIED
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DHCP fi45#%: /&7 )3 DHCP R %5 %%
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USB X #: /&7 )0 ] USB (¥

T
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EER 17.2 MB / 28.2 MB
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BT 6.3 MB / 17.2 MB
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FRAWH: AT RAM K/ CHPAEE A7 82— S8 T B A7 R0 P AZ ) — gE AR R /N
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